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DETAILED ACTION 

Information Disclosure Statement 

1 . The information disclosure statement (IDS) submitted on January 28, 2002 is in 
compliance with the provisions of 37 CFR 1 .97. Accordingly, the examiner is 
considering the information disclosure statement. 

Priority 

2. Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 119(a)-(d). 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

4. Claims 1-35 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Wiegley, U.S. Patent 6,711,677. 

As per claim 1 , it is taught by Wiegley of a printer device comprising: a data input 
device for receiving an encrypted digital document file; a decryption algorithm for 
decrypting said received document file; a controller for controlling printing of an image 
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of data contained in said received document file; and a printer mechanism for printing a 
physical copy of said document file, wherein said controller operates to control printing 
of a predetermined quantity of said physical copy, and after printing of said physical 
copy, automatically deletes said electronic document file from said memory (col. 1, line 
60 through col. 2, line 13). 

As per claim 2, Wiegley discloses of a decryption key locally stored in said printer 
device (col. 2, lines 29-34). 

As per claim 3, Wiegley teaches of a network interface for receiving said 
encrypted digital document file over a network (as shown in Figure 2 as items #14 and 
#42). 

As per claim 4, it is disclosed by Wiegley that the controller stores a unique 
device identification data uniquely identifying said printer device, said controller 
operating to compare a received unique identifier data contained in said received 
document file with said stored unique device identifier; and if said received unique 
device identifier data differs from said stored unique device identifier data, delete said 
document file (col . 1 , line 60 through col . 2, line 1 3 and col . 2, lines 35-53). 

As per claim 5, Wiegley teaches that the controller stores a unique device 
identification data uniquely identifying said printer device, said controller operating to: 
compare a received unique identifier data contained in said received document file with 
said stored unique device identifier; and if said received document identification data is 
identical to said received unique device identifier data, control said print mechanism to 
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print at least one said physical copy of said document file (col. 1 , line 60 through col. 2, 
line 13 and col. 2, lines 35-53). 

As per claim 6, it is taught by Wiegley that the controller operates to read a 
quantity permission data content of said document file, said quantity permission data 
specifying a number of authorized copies of said document file to be printed; and said 
controller controls said printer mechanism such that said permitted quantity of physical 
copies of said document file are printed (col. 4, lines 30-46). 

As per claim 7, the teachings of Wiegley disclose that the controller operates 

to generate a confirmation message confirming receipt of said document file (col. 1, 

lines 12-26). 

As per claim 8, it is disclosed by Wiegley that the controller operates to generate 
a confirmation message confirming receipt of said document file; said confirmation 
message comprises a time and date data, specifying a time and date of receipt of said 
document file and a number of copies printed data, specifying a number of copies of 
said document file physically printed by said print mechanism (col. 1 , lines 12-26 and 
col. 4, lines 30-46). 

As per claim 9, Wiegley teaches of a printer device comprising: a data input 
device for receiving an encrypted digital document file; a decryption algorithm for 
decrypting said received document file; a controller for controlling printing of an image 
of data contained in said received documents file; and a printer mechanism for printing 
a physical copy of said document file, wherein said controller operates to check a 
unique device identification data contained in said document file with a stored unique 
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device identification data of said printer device, and provided a successful match is 
found, print said physical copy of said document file; and if said received unique 
device identifier differs from said stored unique device identifier data, said controller 
operates to delete said document file without printing a physical copy of said document 
file (col. 1, line 60 through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 10, it is disclosed by Wiegley of a computer entity configured for 
sending secure encrypted document files, said computer entity comprising: a data 
processor; a memory; an encryption algorithm capable of encrypting a document file; 
a device selector for selecting a said uniquely identifiable recipient device; a file 
selector for selecting a document file; a stored list of a set of authorized recipient 
devices, each said recipient device identified by a unique device identifier data 
inaccessibly embedded within said computer entity; wherein said computer entity 
operates to: select at least one document file; select at least one said uniquely 
identifiable recipient device to send said document to; encrypt said document files; 
and address said at least one document file to said selected uniquely identified 
recipient device (col. 1, line 60 through col. 2, line 13; col. 2, lines 35-53; and col. 3, 
lines 50-56). 

As per claim 1 1 , it is taught by Wiegley of a network interface capable of sending 
said document file over a network to said selected recipient device (col. 2, lines 29-34). 

As per claim 12, Wiegley discloses of a user interface capable of displaying a 
history list of document files sent, said history list comprising data describing a 
document file sent; data describing at least one said recipient device to which said 
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document file has been sent; data describing a number of copies of documents said 
recipient device is authorized to print from said received document file (col. 4, lines 30- 
46). 

As per claim 13, the teachings of Wiegley disclose that the user interface further 
displays data describing an encryption method used for sending said document (col. 4, 
line 46 through col. 5, line 24). 

As per claim 14, Wiegley discloses of that the user interface displays an 
acknowledgement message data describing receipt of said document file by a said 
recipient device (col. 1, lines 12-26). 

As per claim 15, it is taught by Wiegley of a distributed secure document printing 
system, said system comprising at least one sending computer entity, capable of 
sending an encrypted electronic document file, said document file having an encrypted 
data content, and a unique device identifier data identifying a recipient printer device to 
which said document file is intended to be printed by; and at least one recipient printer 
device, said recipient printer device capable of receiving said encrypted document file, 
establishing that said document file is intended for said recipient printer device, 
decrypting and printing said document file, and automatically deleting said electronic 
document file after printing a physical copy of a document from said document file (col. 
1, line 60 through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 1 6, the disclosure of Wiegley teaches that the recipient printer 
device is capable of reading a permitted quantity data content of said document file; 
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and said recipient printer device operates for printing a number of physical copies of 
said document file, corresponding to the permitted quantity data (col. 4, lines 30-46). 

As per claim 17, Wiegley teaches that the recipient printer device is configured to 
send a confirmation message back to said sending computer entity, confirming receipt 
of said document file, and confirming printing of a specified permitted number of copies 
of said document file (col. 4, lines 30-46). 

As per claim 1 8, Wiegley discloses of a method of securely communicating an 
electronic document file over a network, said method comprising the steps of: 
encrypting said document file; specifying a recipient device for sending said document 
file to, said recipient device being uniquely identifiable by a unique device identifier 
data; attaching said unique identifier data to said document file; sending said document 
file in encrypted format to said intended recipient device; receiving said transmitted 
document file and decrypting said document file; reading said unique device identifier 
data of said document file; if said unique device identifier data of said document file 
corresponds to a unique device identifier data of said recipient device, printing a 
physical copy of said document file; and if said unique device identifier data of said 
document file does not correspond with said unique device identifier data of said 
recipient device, deleting said received document file without printing a physical copy 
of said document file (col. 1, line 60 through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 19, Wiegley teaches that after printing said physical copy, deleting 
said electronic document file from said recipient device (col. 2, lines 10-13). 
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As per claim 20, it is disclosed by Wiegley of specifying a permitted quantity of 
physical copies of said document file to be printed and printing said permitted number 
of copies of said document file (col. 4, lines 30-46). 

As per claim 21 , Wiegley teaches of a method of secure printing of a received 
document file, said method comprising the steps of receiving said document file in 
encrypted format at a receiving device; decrypting said document file; reading a unique 
device identifier data identifying a recipient device for which said document file is 
intended; comparing said unique device identifier data with a locally stored device 
identifier data stored at said receiving device; if said received unique device identifier 
data corresponds with said locally stored device identifier data, printing at least one 
physical copy of said document file; if said received unique device identifier data differs 
from said stored unique device identifier data, deleting said document file (col. 1, line 
60 through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 22, Wiegley discloses of deleting said electronic document file, after 
printing said physical copy of said document file (col. 2, lines 10-13). 

As per claim 23, in the disclosure of Wiegley, it is taught the step of reading a 
permitted quantity data describing a permitted quantity of copies of said document file; 
and printing said permitted quantity of copies of said document file (col. 4, lines 30-46). 

As per claim 24, Wiegley teaches that the document file, after decryption is 
prevented from being viewed on a visual display device prior to printing (col. 4, line 46 
through col. 5, line 24). 



Application/Control Number: 1 0/056, 1 1 7 Page 9 

Art Unit: 2131 

As per claim 25, Wiegley discloses that the document file is received via an 
intermediary carrier device having data storage capability (col. 3, lines 41-56). 

As per claim 26, Wiegley teaches of a method of sending a document file for 
printing by a specified authorized recipient printing device, said method comprising the 
steps of selecting a content of said document file; encrypting said content; attaching a 
unique device identifier data, identifying a recipient device to which said document 
file is to be sent; and sending said document file to said recipient device (col. 1 , line 60 
through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 27, Wiegley discloses the step of adding a permitted quantity data 
to said document file, said permitted quantity data specifying a permitted number of 
copies of said document file which can be printed (col. 4, lines 30-46). 

As per claim 28, the teachings of Wiegley disclose of the steps of storing a 
document history data, said document history data specifying for said document file a 
list of at least one recipient device to which said document file may be sent; a number 
of permitted copies of said document file which are permitted to be printed by each 
said recipient device (col. 4, lines 30-46). 

As per claim 29, it is taught by Wiegley of a computer entity comprising a data 
processor, a data storage device, a printer port, and having an attached printer device, 
said computer entity comprising: a module for decrypting an encrypted document file; 
a unique device identifier for identifying said computer entity; wherein said computer 
entity operates to receive a document file in encrypted format; decrypt said document; 
extract a unique device identifier data from said document; compare said extracted 
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unique identifier data with said unique device identifier of said computer entity; if a 
match is found between said received unique device identifier data of said document 
and said unique identifier of said computer entity, send a said document file for printing 
by said attached printer device; and after sending said document to said printer device, 
delete said document file from said computer entity (col. 1, line 60 through col. 2, line 
13 and col. 2, lines 35-53). 

As per claim 30, Wiegley discloses of a method of secure printing of a received 
document file, said method comprising the steps of receiving said document file in 
encrypted format; reading a unique device identifier data identifying a recipient device 
for which said document file is intended; comparing said unique device identifier data 
with a locally stored identifier data corresponding to a local computer entity device; if 
said locally stored identifier data differs from said unique device identifier data 
identifying said recipient device for which said document file is intended, deleting said 
document file without printing any physical copies of said document file (col. 1, line 60 
through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 31 , Wiegley teaches of a method of secure printing of a received 
document file, said method comprising the steps of: receiving said document file in 
encrypted format; reading a unique device identifier data identifying a recipient device 
for which said document file is intended; comparing said unique device identifier data 
with a locally stored device identifier data; reading a permitted quantity data describing 
a permitted quantity of copies of said document file; and if said received unique device 
identifier data corresponds with said locally stored device identifier data, printing said 
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permitted quantity of copies of said document file (col. 1, line 60 through col. 2, line 13 
and col. 2, lines 35-53). 

As per claim 32, Wiegley discloses of a printer device comprising: a data input 
device for receiving an encrypted digital document file; a decryption algorithm for 
decrypting said received document file; a controller for controlling printing of an image 
of data contained in said received document file; and a printer mechanism for printing a 
physical copy of said document file, wherein said printer device locally stores a 
decryption key for operating said decryption algorithm to decrypt said received 
document file (col. 1 , line 60 through col. 2, line 13 and col. 2, lines 35-53). 

As per claim 33, it is taught by Wiegley of a printer device comprising a data 
input device for receiving a digital document file; a controller for controlling printing of 
an image of data contained in said received document file; and a printer mechanism for 
printing a physical copy of said document file, wherein said controller operates to 
compare a received unique identifier data contained in said received document file with 
a locally stored unique device identifier data stored at said printer device; if said 
received unique identifier data matches said stored unique device identifier, control 
printing of at least one said physical copy of said document file; and if said received 
unique identifier data contained the said received document file does not match said 
stored unique device identifier data, to inhibit printing of any physical copies of said 
document file (col. 1, line 60 through col. 2, line 13; col. 2, lines 35-53; and col. 3, lines 
50-56). 
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As per claim 34, it is disclosed by Wiegley that the controller operates to control 
printing of a predetermined quantity of said physical copy, wherein said predetermined 
quantity is specified in said received document file (col. 4, lines 30-46). 

As per claim 35, Wiegley teaches of a printer device comprising a data input 
device for receiving an encrypted digital document file; a decryption algorithm for 
decrypting said received document files; a controller for controlling printing of an image 
of data contained in said received document file; and a printer mechanism for printing a 
physical copy of said document file, wherein a decryption key is stored locally in said 
printer device for operating said decryption algorithm to decrypt said received 
document files; said controller operates to compare a received unique identifier data 
contained in said received document file with a locally stored unique device identifier 
data stored at said printer device; if said received unique identifier data matches said 
stored unique device identifier, control printing of at least one said physical copy of said 
document file; and if said received unique identifier data contained the said received 
document file does not match said stored unique device identifier data, to inhibit 
decryption of said document file and inhibit printing of any physical copies of said 
document file (col. 1, line 60 through col. 2, line 13; col. 2, lines 35-53; and col. 3, lines 
50-56). 
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Conclusion 



5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher A. Revak whose telephone number is 571- 
272-3794. The examiner can normally be reached on Monday-Friday, 6:30am-3:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Christopher Revak 
Primary Examiner 
AU 2131 



September 27, 2005 





